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COMMUNICATIONS-ELECTRONICS OPERATION INSTRUCTIONS/
SIGNAL OPERATION INSTRUCTIONS

References: a.  MJCS-121-88, 1 August 1988, “Changing Tactical
Call Sign and Frequency Assignments”
b.  CJCSI 6510.01, 1 September 1993, “Joint and
Combined Communications Security”

1.  Purpose.  This instruction directs the use of the Revised
Battlefield Electronic Communications-Electronics Operation
Instruction (CEOI) System (RBECS) to prepare all CEOI/Signal
Operation Instruction (SOI), including Joint CEOI.  It also directs
the CINCs to develop contingency CEOI/SOI and mandates use of those
CEOI/SOI in the situations identified in the Enclosure.

2.  Cancellation.  MJCS-121-88, 1 August 1988, "Changing Tactical
Call Sign and Frequency Assignments," is canceled.

3.  Applicability.  This instruction applies to the Joint Staff, the
combatant commands, the US elements of combined commands, DISA, DIA,
and NSA/CSS.

4.  Policy.  The combatant commands and supporting forces will
prepare contingency CEOI/SOI using RBECS as directed in this
instruction.  CEOI/SOI will be used in situations specified in this
instruction.

5.  Responsibilities.  The CINCs and commanders of supporting forces
are responsible for preparing and using contingency CEOI/SOI as
directed in this instruction.
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6.  Effective Date.  This instruction is effective
immediately.

For the Chairman of the Joint Chiefs of Staff:

\Signature\
CHARLES T. ROBERTSON, JR.
Major General,  USAF
Vice Director, Joint Staff
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ENCLOSURE

GENERATING COMMUNICATIONS-ELECTRONICS OPERATION INSTRUCTIONS/
SIGNAL OPERATION INSTRUCTIONS USING THE REVISED

BATTLEFIELD ELECTRONIC COMMUNICATIONS-ELECTRONICS
OPERATION INSTRUCTIONS SYSTEM

1.  Background.  To minimize the amount of useful information
that an adversary can glean from unencrypted transmission over
nonsecure radio nets, a directory of users and nets is
prepared with frequencies, call signs, call words, suffixes,
expanders, smoke, and pyrotechnics that are assigned randomly
and changed daily.  This directory is called, depending on the
particular Service, the Communications-Electronics Operation
Instructions (CEOI) or Signal Operation Instructions (SOI).
When employed in a multi-Service and/or multinational
environment, the directory is called a Joint CEOI.

2.  Revised Battlefield Electronic CEOI System (RBECS).  In
December 1993, the US Military Communications-Electronics
Board (MCEB) designated RBECS as the DOD standard for
generating CEOI/SOI and mandated its use by 1996.  RBECS
offers commanders a decentralized capability for preparing
operational or training CEOI/SOI and for eliminating extensive
paper CEOI/SOI.  RBECS also offers the flexibility of revising
operational CEOI/SOI virtually overnight, eliminating the long
turnaround time necessitated for centrally produced material.

3.  RBECS System Description.  RBECS software is designed to
be used with an IBM-compatible personal computer (386
microprocessor or better with a minimum 4MB of RAM) and
the AN/CSZ-9 Random Data Generator.  A CEOI/SOI that is
generated can be printed on a local printer, provided to a
unit on floppy disk, or transmitted via file transfer over an
existing network.  Output can also be loaded into an AN/CYZ-10
Data Transfer Device.

4.  Use of CEOI/SOI

    a.  Daily-changing call signs/call words will be used
    on all single channel and frequency-hopping tactical
    voice nets and record circuits when operating in a
    nonsecure mode except where it is necessary to deviate
    in special combat/fast reaction situations or for
    safety of life.
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b.  Changing call signs/call words are not required when
nets/circuits are operating in a secure mode.  The
capability to resume the use of changing call signs/call
words will be maintained in the event the secure
capability is lost.  The Services and combatant commands
will ensure that procedures are established to determine
secure/nonsecure status (e.g., at the net controller
level).

c.  Daily-changing frequency procedures will be used on
all single channel tactical voice nets and record
circuits except where it is necessary to deviate in
special combat/fast reaction situations, because of
safety of life, platform-related ECM or propagation
restrictions, or, because of insufficient spectrum
resources.  This requirement pertains to jam-resistant
systems only when operating in the single channel mode.

d.  Secure, frequency-hopping radio systems such as ICOM
SINCGARS do not require daily-changing call signs/ call
words or frequencies.

5.  Contingency Joint CEOI/SOI

a.  The CINCs will prepare contingency Joint CEOI/SOI
that will support all anticipated nets in a Joint Task
Force (JTF) for the initial 72 hours of a military
operation.  The CEOI/SOI must be designed by an
individual who is familiar with the JTF organization,
standard and special purpose radio nets, radio frequency
allocation, and the types, quantities, and
characteristics of the radios available to JTF elements.

b.  Personnel who generate Joint CEOI will be
formallytrained in the use of RBECS through a formal
trainingprogram.  On the job training is not
permitted.Personnel who have received training through
NSA/CSS do not require additional formal training.

6.  Foreign Release.  RBECS hardware and software may be
released to allies only under the provisions of CJCSI 6510.01.
When deemed appropriate by the CINC or commander, CEOI/SOI
that have been prepared for US forces may be provided to
allies.
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